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Receipts Can Help Challenge in e-Commerce: Receipt Management

o Establish transaction-history-based trust

o Facilitate services such as

discounts/promotions

.

@ Customer needs to get e-receipts from offline stores

@ Customer needs to show online transactions to offline stores

@ Privacy & security
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Privacy-Preserving Receipt Management Solution Privacy-Preserving Receipt Management Solution
Solution: M-Commerce and Cryptography System Architecture
Service Provider NEC NFC Mobile
@ Customer-SP communications 77\ Card reader phone
@ Cell phones (NFC) =\ o
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Near Field Communication (NFC) Technology

ouch” to Become the New “Click”

Get information
by touching
smart posters!

Your NFC device
is your ticket!

Your NFC Buy goods from
device is your vending machines
travel card! ‘with your phone!

Get information
-about your current
job or task!

Your NFC device
is your credit card!

© NEG Forum. Inc. &

Courtesy http://wuw.nfc-forum.org
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Nokia 6131 NFC Phone Architecture
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Privacy-Preserving Receipt Management Solution ‘

Near Field Communication (NFC) Technology

NFC Is Fast, Private and Easy

Set-up time  <0.1ms <0.1ms ~0.55 ~6 sec
Range Up to 10cm Up to 3m Up to 5m Up to 30m
Eost g Item centric g Data centric
Usability Easy, intuitive, Eas centric He o
fast Y Easy
- High, given, " Line of
Selectivity iy Partly given sight Who are you?

Pay, get access,

share, initiate Control & Network for

Use cases : Item trackin: exchange  data exchange,
i LR L ¢ data ¢ headset .
up

Consumer Touch, wave, Get E Configuration

experience simply connect information =y needed

©NFC Farum, Ine.

Courtesy http://wuw.nfc-forum.org
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Receipt Format

Phone Application ( MIDlet)

Phone Operating System (NOKIA S40 Platform)
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Public Param = (G, p, g, h)
Pedersen commitment (COM): ¢ = gattr-valuepr

TRAN-ID ATTR coMm SIG
1234 BUYER John Smith BUYER 7645353 | 1124457
6366363 | 6590873
3647688
SELLER BookStore.com SELLER 1312425
54546
CATEGORY Books CATEGORY | 2224223
525
PRICE 30 PRICE 1341515
DATE 11-04-2008 DATE 1315657

Presented by N. Shang Privacy-Preserving Receipt Management
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Integrity Verification: Digital Signatures

Service provider verifies digital signature accord-
ing to “SELLER” attribute in receipt.

Options which allow signature aggregation

@ Batch RSA signatures

o Fast
@ Good if there is only one signer

@ Boneh's aggregate signatures with bilinear maps (elliptic curve
pairings)
@ Good for case of multiple signers
o Slower than batch RSA
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Privacy-Preserving Receipt Management Solution

Ownership Proof: ZKPK

Service provider performs a ZKPK protocol with
user (phone) on "BUYER" attribute in receipt.

@ convince SP that user knows the values name and r
(authentication)

@ prevent SP from learning the values name and r in clear text
(privacy)
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ZKPK (Schnorr’s Scheme)

Public Param = (G, p, g, h)

(4) accepts if

secret r

upv e
c = gnamehr g h - dC
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Strong Protection of Secret Value: Shamir's Secret Sharing

n, k)-threshold scheme
n=4, k=2/3/4 (security level L/M/H )

v NFC MOBILE PHONE \\\
/ PHONE FIRMWARE

Secret value r can be re-
Internal Memory .
[s2ue enonment 174/ constructed only if k shares
| are present

SECURE ELEMENT
‘ MIFARE 4K ‘ ‘ JAVA\CARD
3

N /
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Verification of Conditions: OCBE Protocols

Service provider performs OCBE protocols with
user (phone) to verify whether user satisfies con-
ditions on attributes specified in policy

OCBE can

@ convince SP that user’s attribute values satisfy conditions
given by comparison predicates (authentication)

@ prevent SP from learning user’s attribute values in clear text
(privacy)
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Verification of Conditions: Policy Language

Verification Policy Language: Example
Pol : Discount(Onltem ="Glamour", Amount="$15")

«— SELLER = "bookstore.com”, PRICE > “$80", DATE <
“11-04-2008."

The policy states that a user is qualified for a $15 discount on an
yearly subscription to Glamour magazine, if the user has spent
more than $80 at “bookstore.com” before the date “11-04-2008".
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EQ-OCBE: Equality Predicates (Li & Li)

Public Param = (G, p, g, h)

secret r
c= gctgryhr

o' = n", decrypts C with
H(o) to get coupon

) )
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GE-OCBE: ">" Predicates (Li & Li)

GE-OCBE

@ Similar to EQ-OCBE
@ bit-by-bit fashion
@ More computationally costly than
EQ-OCBE
@ parameter £ controls capacity and
efficiency

Other OCBE protocols are similar.
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Protocol Overview

Implementation

/KPK Performance

(s S
aservice

Selecta e
receipt Tr

Send receipt 7,
SELLER attribute,
TSI,

Verify useristhe [ [ prop Interaction
Reconstruct | ownerof Tr by
carrying out ZKPK|

Send Verfication
Policy Pol

o Verify TesiG

secret ¢
} protocol

Yes
Carry out ZKPK for

” No
Gwnership
BUYERattribute | Valid?,
Foreach condifion h
p Interaction
For each conartion] Conet i pol Vertty

Cond, ‘"t';"C"BE -] 7r satisfies Cond, by
carry ou carryingout OCBE
protocol -

protocols

Service Granted | Drop Interaction
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Implementation ‘

OCBE Performance on Service Provider

Time for receipt ownership verification via ZKPK
Customer MIDLet: 0.042 second

Service Provider Application: 0.0311 second
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Implementation

OCBE Performance on NFC Phone

Verification of Conditions
SP Application Execution Time

/

0.7

0.6

Execution time (seconds)

0.1
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Parameter [

03 // —4—Envelope Creation
0.2
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Verification of Conditions
Execution time at MidLet
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S0
80
70
60

50
40 i

f = Opening Envelope
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20 —#_A —— Commitments Creation
10

—

Total Verification Time

Execution time (seconds)

56 7 8 91011121314151617181920

Parameter /

Nokia 6131: ARM-9 228 MHz, JVM Interpreter (JBenchmark estimate)
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Implementation

VerylDX Framework

The VerylIDX |dM Team at Purdue
http://veryidx.cs.purdue.edu

VeryIDX Research Group at Purdue University

You are here: publi:start » public Editthis page  OId revisions

Logged in as: Ning Shang

Update Profie | Logout | Admin VeryIDX Research Group

Digital identity can be defined as the digital representation of the information known about a specific individual or organization. As such, it encompasses
not only login names (often referred to as nyms), but many additional information, referred to as identity attributes or identifers. The management of
identity attributes raises a number of challenges, due to confiicting requirements. On the one hand, identity attributes need to be shared to speed up and
facilitate authentication of users and access control. On the other hand, they need to be protected as they may convey sensitive information about an
individual and can be a target of attacks like identity theft. Here, by identity theft we mean the act of impersonating others’ identities by presenting stolen
identifiers or proofs of identities. The problem of identity theft, that is, the act of impersonating others’ identities by presenting stolen identiers or proofs
of identities. has been receiving increasing attention because of its high financial and social costs. In our project we address the problem of verification of
such identiers and proofs of identity by developing a solution for federated organizations.

What is VeryIDX? can

VeryiDX is digital identity management framework based on the concept of privacy preserving multi-factor veriication

Index

Goals

The VerylDX project explores research issues concerning the privacy-preserving and secure management of digital identities. including multi-factor
authentication of identity attributes, identity interoperability, and provenance. Other topics being explored in the project include context-aware
authentication and access control, privacy-preserving content distribution techniques based on identity attributes, and identity management for health
care applications. Results of our research are implemented in the VerylDX system and in other prototypes.

Homepage
ik Application Scenarios
« Electronic Healthcare
temal
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Implementation

Questions?
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